Security Bulletin

SecB0009: Niagara Tridium

Summary
First published: January 22, 2024

Description The Niagara Framework® has been updated to address a vulnerability
in the libwebp component utilized by jxBrowser.

Affected Products Niagara Framework, Niagara Enterprise Security

Recommended Action Please update any installations of Niagara to one of the following
versions.

Niagara Framework 4.10u7
Niagara Framework 4.13u2

CVSSv3 6.8 Medium
CVE ID CVE-2023-4863
Description

The following releases of Niagara Framework® have been updated to address a vulnerability in
the libwebp component utilized by jxBrowser. The CVE reported is CVE-2023-4863 and has been
rescored as 6.8, based on the libwebp component's usage in Niagara.
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Recommended Action

Recommended Action

Please update any installations of Niagara to one of the following versions.
Niagara Framework 4.10u7

Niagara Framework 4.13u2

Delta branded builds of these Niagara framework software updates are available from the Delta
Controls Support site software downloads page.

It is important that all Niagara customers for all supported platforms update their systems with
these releases to mitigate risk. If you have any questions, please contact Customer Support via
technicalsupport@deltacontrols.com.
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